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ABSTRACT

Bayesian networks is an emerging tool for a wide range of risk management
applications, one of which is the modeling of operational risk. This comes at
a time when changes in the supervision of financial institutions have resulted
in increased scrutiny on the risk management of banks and insurance compa-
nies, thus giving the industry an impetus to measure and manage operational
risk. The more established methods for risk quantification are linear models
such as time series models, econometric models, empirical actuarial models,
and extreme value theory. Due to data limitations and complex interaction
between operational risk variables, various nonlinear methods have been
proposed, one of which is the focus of this article: Bayesian networks. Using
an idealized example of a fictitious on line business, we construct a Bayesian
network that models various risk factors and their combination into an over-
all loss distribution. Using this model, we show how established Bayesian
network methodology can be applied to: (1) form posterior marginal distri-
butions of variables based on evidence, (2) simulate scenarios, (3) update
the parameters of the model using data, and (4) quantify in real-time how
well the model predictions compare to actual data. A specific example of
Bayesian networks application to operational risk in an insurance setting is
then suggested.

INTRODUCTION

Bayesian networks (BNs) have recently been explored as a potential tool for various
risk management applications. Its main features of combining subjective opinion with
observed data and modeling cause-and-effects make it especially well suited for in-
vestigating and capturing the workings of financial institutions. Although its usage
has thus far been limited to specific areas (e.g., it has been used for credit risk scoring
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by banks) its application to wider enterprise risks is being increasingly documented,
especially in the area of operational risk (OR).

Chapter 14 of Alexander (2003) provides a brief introduction to modeling OR using
BNs via a banking example. Marshall (2001), Cruz (2002), and Hoffman (2002) give
brief overviews of BNs and where they fit into the whole framework of OR modeling.
There is also an illustrative albeit high-level discussion on causal modeling using BNs
via a banking example in King (1999).

The main purpose of this article is to consider two aspects of the application of BNs to
OR in greater detail than has so far appeared in the literature. These are the theory and
techniques of model updating, and the subject of model assessment. OR takes place
in a dynamic setting, with more information becoming available as time progresses.
Hence, it is useful to update the models used for OR to take account of this flow of
information. This is feasible within the setting of BNs and was briefly mentioned in
King (1999); the section on “Updating the Probabilities With New Data”of this article
gives more details of how this can be implemented. In any modeling exercise, it is
essential to check that the model used provides a reasonable representation of the
actual experience. Again, this is best done dynamically in the OR setting, as more
information arrives; this is covered in the section on “Model Assessment” of this
article.

The article is set out as follows. In the section on “Changes to Supervisory Regimes
as a Driver for Operational Risk Modeling,” we describe recent developments in the
supervision of financial institutions and how this has encouraged greater efforts in
OR modeling. In the “Current Approaches to Modeling OR” section, we give a brief
introduction to modeling approaches that have been used in the context of OR. The
approach used in this article is that of BNs, which are introduced in the next section
and applied in a general risk management context in the subsequent section. In the
sections on “Updating the Probabilities With New Data” and “Model Assessment,”
we consider two aspects of BNs and OR that have not been covered in any detail in
the literature to date: updating the models and monitoring the appropriateness of
the model. In the section on “Insurance Fraud Risk Example,” we briefly mention an
example of how BNs can be used specifically for OR modeling in an insurance setting.
The concluding section contains a discussion of the issues raised in this article.

CHANGES TO SUPERVISORY REGIMES AS A DRIVER FOR OPERATIONAL RISK MODELING

Developments in the quantification of OR has, to a significant extent, been driven
by changes in the supervisory regimes for financial institutions. These changes have
increased the level of supervisory scrutiny on OR and how it is managed by financial
institutions—a reflection of the centrality of OR in high-profiled corporate failures in
recent decades. This has become an impetus for financial institutions to develop OR
models as a means to demonstrate good management and financial strength.

The banking sector paved the way when the Basel Committee for Banking Supervision
(BCBS) of the Bank for International Settlements (BIS) began work in 1999 on a new
framework for capital adequacy of banks,1 also known as “Basel 2.” Basel 2 comprises

1 BCBS (1999).
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three “pillars.” Pillar I delineates the requirements for a minimum level of capital
that banks need to hold depending on their specific risk exposure. Pillar II outlines
measures for supervisory review of banks to ensure that the level of capital held and
risk management is commensurate with each bank’s risk profile. Pillar III provides a
framework for market discipline via disclosure.

Under Pillar I, explicit charges to supervisory capital were introduced for banks’
exposure to credit risk and OR. These are to be either calculated as a percentage
of gross income or an internal model could be used provided certain criteria have
been met. It is hoped that potential savings in capital required by the supervisor
would provide an incentive for banks to develop internal models with accompanying
improvements in risk management.2

The insurance sector is also overhauling its capital adequacy framework to be more
reflective of insurance companies’ risk exposure. The European Commission (EC)
issued a consultation for a review of its rules on prudential supervision of insurance
in 1999. Also known as “Solvency II,” this review aims to produce a system that would
“establish a solvency margin requirement that is better matched to the true risks.”3

Solvency II will follow the basic three-pillar structure of Basel 2 albeit modified to suit
the insurance industry.4 Similar to Basel 2, Solvency II will have a solvency capital
requirement (SCR), which is intended as a “target capital”: a prudent level of capital
that will capture all material risks and allow supervisors sufficient time to intervene
in adverse circumstances. Whereas the method to arrive at the SCR is still being
deliberated, the discussions show that OR will be a key component.5

The International Association of Insurance Supervisors (IAIS), the insurance counter-
part of BIS, has issued some instructive guidance to its members on supervision of
capital adequacy and solvency. According to the IAIS, solvency regimes should have
regard for OR.6 Supervisors are to intervene when an insurance company’s capital
breaches a predetermined “solvency control level,”7 whose sensitivity to risk may be
based on stress tests.8 With regards to these stress tests, insurers should be able to
demonstrate that they have sufficiently considered OR.9

We have seen that OR will feature prominently in emerging capital adequacy regimes.
The increased complexity of such regimes would require more intense supervision,
not least in OR measurement and management. Pillar II of Basel 2 stipulates that
“Supervisors should review and evaluate banks’ internal capital adequacy assess-
ments and strategies, as well as their ability to monitor and ensure their compliance
with regulatory capital ratios.”10 This would also serve to assess that banks meet

2 See §46 and §677 of BCBS (2004) and chapter 2 of van den Brink (2002).
3 See §2.2 of EC (1999).
4 See §7 of EC (2003).
5 See §19 of EC (2005b) and §10.45 of Committee of European Insurance and Occupational

Pension Supervisors (CEIOPS) (2005).
6 See §24 of IAIS(2002).
7 See §30 of IAIS(2002).
8 See §13 of IAIS(2003a).
9 See §43 of IAIS(2003b).
10 See p162 of BCBS (2004).
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the criteria for usage of the Standardized Approach or Advanced Measurement Ap-
proach11 for calculating OR capital. Findings from a 2002 report12 (also known as
the “Sharma report”) commissioned by the EC as part of the Solvency II review
showed that most insurer failures resulted from problems with management. This
led to inadequate controls, which left insurers vulnerable to external events. Thus,
the predominant root cause of insurer failures is operational. The report recommends
that the Solvency II framework requires supervisors to address the underlying prob-
lems before they occur via supervisory tools such as assessment of risk management
and corporate governance of insurers.13 To facilitate this, Solvency II will broaden
insurance supervisors’ powers to enable them to carry out such assessments and take
certain actions (such as imposing capital add-ons) where necessary.14 Principle 13 of
the IAIS Principles of Capital Adequacy and Solvency requires supervisors to con-
sider adequacy of companies’ internal risk assessment and management, alongside
more established aspects of solvency assessment such as accuracy of valuations and
compliance with minimum levels.15 This has lead banks and insurers to develop more
sophisticated quantitative models that serve not only to satisfy supervisory authorities
of the adequacy of their capital but also to demonstrate strong risk management.

Whereas models have been developed for the purpose of internal management, it is
clear from the references made to the new supervisory regimes by current literature
on OR that there has not been a shortage of OR models proposed in response to such
supervisory requirements. This article adds to the existing corpus by discussing the
use of BNs as a framework for modeling OR. We shall see that this is an efficient and
intuitively coherent methodology for incorporating expert input. In addition, BNs are
useful for capturing causal dependence. This satisfies a vital requirement of any OR
modeling framework: the ability to model causation (this is discussed further below).
Developments in the field of graphical models (of which BNs are an example) have
led to the development of several user-friendly software tools that automatically carry
out the complex calculations for making inference from complex networks of causal
relationships. Underlying BNs is the Bayesian statistical framework that enables the
combination of subjective input with empirical observations. This lends itself very
well to situations with a high degree of uncertainty, and where data are costly or
sparse—two intrinsic features of OR.

CURRENT APPROACHES TO MODELING OR

Although this section is not intended as a complete survey of current models available
for modeling OR, it would be instructive to briefly mention main categories of model
to see where BNs fit in the spectrum.

Value-at-Risk and Ruin Theory

The broad approach to the setting of economic capital at the moment revolves around
obtaining a single figure that is often defined as a high quantile of a loss distribution

11 See §660–676 of BCBS (2004).
12 See §1.3 of Conference of Insurance Supervisory Services of the Member States of the European

Union (2002) (Sharma report).
13 See chapter 6 of the Sharma report.
14 See §2.1 of EC (2005a), §1 of EC (2005b) and §10.153 of CEIOPS (2005).
15 See §46 of IAIS (2002).
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that is projected over a required period based on past data. This has its origins in
Value-at-Risk (VaR) used by banks to measure their exposure to market risk. Thus,
for example, BCBS requires that “a bank must demonstrate that its operational risk
measure meets a soundness standard comparable to that of the internal ratings based
approach for credit risk, (i.e., comparable to a 1-year holding period and a 99.9th per-
centile confidence interval).”16 A whole body of literature exists detailing the workings
of VaR in setting economic capital for market risks and credit risks (see, e.g., Jorion,
2001; Dowd, 1998).

Presently, if VaR is calculated for OR, the approach commonly ranges from the residual
approach (firmwide VaR minus market VaR and credit VaR) to setting the VaR as a
multiple of the standard error. Some of the more advanced approaches use models that
essentially try to fit a loss distribution from which a VaR figure can be extracted.17 With
market VaR and credit VaR this is more straightforward as an underlying normality is
assumed to exist in the data. However, OR losses are nonnormal, positively skewed,
and have fat tails. The tails of loss distributions are the main concern in allocating
economic capital. In modeling the severity of losses, a combination of approaches has
been used, including the use of extreme value theory.

An analogue of VaR to be found in insurance is ruin theory (now often used as part of
dynamic financial analysis).18 In ruin theory, simulations are conducted using com-
pound distributions of claims and expense payouts to arrive at ruin probabilities,
given an initial level of “surplus”—an equivalent term for capital in insurance busi-
ness. These could then be used to derive initial surplus levels that would not be
depleted (a situation described as “ruin”) in, say, 99.9 percent of final outcomes (per-
haps year-end surplus levels). The usage of compound distributions arguably offers
greater flexibility compared with the VaR approach.

Causal Modeling of OR

The literature reviewed suggest that OR needs to be dealt with in terms of causes
rather than effects (i.e., the loss event), as a financial loss may have various underly-
ing causes, which may or may not be operational. This can be seen from the definition
of OR by BCBS (“Operational risk is defined as the risk of loss resulting from inad-
equate or failed internal processes, people and systems or from external events.”19)
and the proposed loss event type classification.20 The Operational Risk Working Party
of the Institute of Actuaries proposed a framework for analysis of OR based on cause
and consequence where they stressed the importance of working in terms of causes
rather than consequence to avoid double-counting or omissions.21 The Sharma report

16 See §667 of BCBS (2004).
17 Several recent texts on OR give descriptions of the methodology, for example, Cruz (2002),

Hoffman (2002), and King (1999). See also chapter 19 of Jorion (2001) and p. 198 of Dowd
(1998).

18 An example of application to OR can be found in the section on “Model Assessment” of Tripp
et al. (2004).

19 See §644 of BCBS (2004). Emphasis added.
20 See Annex 7 of BCBS (2004).
21 See §3.5.5 of Tripp et al. (2004).
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mentioned earlier also highlighted the importance of analyzing the full causal chain
of insurer failures using cause–effect methodologies.22

In addition to ensuring appropriate risk classification, causal modeling of OR is vital
for the understanding of the how the risk of OR losses arise within the structure and
operations of the organization. It also provides a basis on which management may in-
tervene to achieve the desired alteration in risk profile. Techniques currently used for
causal modeling in risk management include time-series analysis and econometric mod-
eling, for example an autoregressive time series model with conditional heteroskedasticy
(ARCH). Factor analysis is also used to decompose uncertainty in profit and loss fig-
ures into various causal factors of manageable sizes. Chapter 8 of Cruz (2002) provides
a brief overview of these methods. Nonlinear and nonparametric models, including
neural networks, fuzzy logic, and BNs, are increasingly popular for causal modeling
as they offer greater flexibility.

Expert Input and Nonlinear Methodologies

A major problem with any attempt to model OR losses is the lack of data. Internal
data of low frequency events are rarely sufficient to model the loss distributions to
the required accuracy. The use of parametric loss distributions requires parameter
estimation based on the existing data. Even for extreme value theory, the small sample
sizes result in the shape of the tails being very sensitive to inclusions or exclusions of
single events, implying a greater degree of subjectivity than may at first be apparent.

In an attempt to overcome the lack of internal data, the use of external data has been
suggested as a solution. Cruz (2002) describes a method for pooling data from different
locations called “frequency analysis” and Frachot and Roncalli (2002) propose using
linear credibility. There have also been some efforts made at an industry-wide level to
collect data in order to provide a shared source of external data. Merging internal and
external data are not a straightforward exercise—especially in the case of operational
loss data. There are qualitative problems such as quality of data from external parties,
the dissimilarity of OR management practices across firms, lack of detailed breakdown
of data and lack of up-to-date data that may pose difficulties to using external data to
set internal capital requirements (which are essentially prospective).

The lack of data and complexity of operations suggest the inclusion of expert input.
An expert in this case would be anyone whose knowledge and expertise enables
him/her to make sufficiently credible conjectures about how company operations
affect the company’s risk profile. Such input can be used as a proxy for data and may
yield valuable information about the company operations that is difficult to capture
from data alone. The challenge of the modeler, then, is to incorporate such input into
the overall OR modeling framework.

It has been found that qualitative information, such as management decisions, com-
petencies, and preferences, can be better incorporated into a measurable (and hence
qualitative) framework using nonlinear methods. Some of these include fuzzy logic,
neural networks, system dynamics, and BNs.

22 See §1.3 and §3.2 of the Sharma report.
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Fuzzy logic uses a multivariate logical set that recognizes that human decisions are
often not binary (e.g., Yes/No, Hot/Cold) by allowing gradations in its formulations
(e.g., rather hot, very hot). Hoffman (2002) has a brief case study on how this has been
used in a bank in its OR management.23

Although not strictly a method that is used for incorporation of qualitative opinion,
neural networks are useful for modeling complex relationships between variables that
would be difficult to do using linear methods. The network consists of nodes with
values of input, output, and intermediate variables. Data mining techniques are used
to “train” the model by using complex algorithms that learn the relationships between
the variables. The model is then calibrated such that its output is as close to the actual
data output as possible. A drawback of this approach is its heavy reliance on the
availability of data. A brief example of its application to OR can be found in Hoffman
(2002), although this involves a nonfinancial institution.24

System dynamics was developed by Jay Forrester of the Massachusetts Institute of
Technology and has been suggested by Miccolis and Shah (2000) and Shah (2001)
as an approach to modeling OR. This approach involves using expert input to map
a network of cause-and-effect relationships between variables affecting the OR of a
business unit. The relationship between each cause-and-effect set of variables is then
quantified by combining data and expert input to obtain a plot on two axes (one for
each of the cause-and-effect variables).

BAYESIAN NETWORKS AND GRAPHICAL MODELS

Graphical models are a combination of probability theory and graph theory that in
recent years have become popular (in particular in the field of artificial intelligence)
in the statistical modeling of complex interactions between random variables. The
1980s saw the development of computational algorithms that exploited the conditional
independences of the graphical models, enabling the efficient computation of, among
other quantities, posterior marginal distributions. BNs are a special class of graphical
model that may be used to model causal dependencies between random variables. To
illustrate the use of graphical models, consider the three graphs in Figure 1.

A and B are called nodes and represent random variables A and B. In Figure 1(a), the
directed edge from A to B models a causal relationship between A and B. What we
mean by this is that a change in what is known about A causes a change in what is
known about B. This change is usually the result of new information arriving about
A. This new information is called evidence. When variables are connected in this way,
we call the variable from which the edge originates the parent and the variable to
which the edge leads the child. When the edge between the nodes are not directed, as
illustrated in Figure 1(b), then no causation is implied but rather that some “weaker”
form of association (e.g., correlation) exists between A and B. Using the same sort
of descriptive language, A and B are called neighbors. Finally if, as in Figure 1(c), no
edges exist between A and B, then A and B are independent that is, knowledge about
the state of A is not informative about the state of B, and vice versa.

23 See pp. 326–330.
24 More specifically, the National Aeronautic and Space Administration (NASA) in the United

States. See pp. 299–300.
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FIGURE 1
Three Simple Graphical Models

FIGURE 2
A Directed Acyclic Graph on Four Nodes

Figure 1(a and b) represents a joint probability of A and B, but express this joint
probability differently. In Figure 1(a), the causal relationship that exists between Aand
B means that the joint distribution can be expressed as a product of the probability
of A and the probability of B conditional on A or simply written: P(A)P(B | A). Since
no such relationship is defined in Figure 1(b) this graph only expresses the joint
distribution itself: P(A, B). Finally, Figure 1(c) represents a joint distribution that
factorizes: P(A, B) = P(A)P(B).

In general, graphical models comprise a network of such nodes with edges to connect
variables that have some form of relationship, whether of correlation or of causation.
Causal BNs on the other hand express causal relationships between random variables
and involve nodes connected by directed edges. The lack of an edge between two
nodes represents a conditional independence relationship between them, though not
necessarily independence; for example, two unjoined variables might be dependent
because they have a common neighbor or parent.

BNs belong to a subset of graphical models that are known as directed acyclic graphs
(DAGs). DAGs are constructed with relationships such as those in Figure 1(a) as
its basic building block. These building blocks are arranged in such a way that the
variables are not cyclic, that is, starting from any node and moving along the edges in
the directions implied, it is impossible to return to a node previously visited. Hence, the
term “acyclic.” This acyclic property captures an intuitive feature of causal modeling
(for example, the future does not influence the past).

Associated with each node of a DAG that has at least one parent is a set of conditional
probabilities. These describe the behavior of the node conditioned on all its parents. This
may be written as P(X | pa(X)) where pa(X) represents the parents of X. For example,
the parent set for node D in Figure 2 is the set of nodes {A, B, C}.

From the graphical structure of the BN one can read of the factorization of the joint
distribution in terms of this set of conditional distributions: if V = {Xi : i = 1, . . . , n}
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represents the set of n random variables in the BN then the factorization of the joint
distribution P(V) is given by

P(V) =
n∏

i=1

P(Xi | pa(Xi )).

This factorization expresses the conditional independence properties inherent in the
structure of DAGs, and is exploited in the efficient inference algorithms mentioned
earlier, which reexpress the factorization on the DAG in terms of a factorization on
another graphical structure called a junction tree. Typically for modern BN software
the user only sees the DAG, the marginal densities of each node and how they change
as evidence is entered—the technicalities behind the calculations are kept hidden and
the user need not worry about them. For further theoretical background, detailed
proofs, extensions of the methods, and examples, see Cowell et al. (1999).

USING BAYESIAN NETWORKS FOR CAUSAL MODELING AND CAPITAL ALLOCATION

In this section we illustrate how BNs may be used for causal modeling and capital
allocation by using a hypothetical example of an Internet on-line business. The next
two sections use the same example to demonstrate how the model parameters can
be updated to take into account new data and some criteria for model selection.
The methodology set out here is applicable wherever the risk management context
requires similar model features. One such context is OR and an OR-specific model is
suggested in the “Insurance Fraud Risk Example” section.

A fictitious medium-sized insurance company (BayeSure Insurance Co. or BSI) has
decided to set up an on line business (called BSNet) so that customers may purchase
insurance via the Internet. After a year of operating BSNet, the management decided
to put the IT managers, marketing personnel, and various BSNet user departments
together with some statisticians from Risk Management Unit to set up a BN to serve
a two-pronged strategy:

� Identify causation of events such as transaction downtime, server downtime, and
application failure, and

� Help the management to decide how much risk capital to allocate to cover the loss
from such events in all but the most extreme of scenarios.

Defining the Structure of the Bayesian Network

After some deliberation the working committee was able to put together a structure
that looks like Figure 3. A list of the variables employed in this model is given in
Table 1. The set of values for each variable is also given along with the abbreviations
to be used throughout this article. We now describe the causal structure of the BN and
how it relates to the business environment.

The three main causes of loss are transaction downtime (TD), data loss (DL), and server
downtime (SD). These can have varying degrees of severity but can be grouped into
half a day or a full day to get a server or network up and running, or in the case of
data loss, either 50 percent or complete data loss. Based on data gathered in the first
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FIGURE 3
DAG of On line Business Example

TABLE 1
The Random Variables of the On line Business Example

No. Description Values Abbreviation

1. Application failure Application corruption,
Lockup, OK(No failure) AF

2. Cost of losses from 0.0 m, 0.5 m, 1.0 m
network risk (Cost) 1.5 m, 2.0 m, 2.5 m Cost

3. Data loss 0%, 50%, 100% DL
4. End user modification Yes, No EUM
5. Firewall Application Proxy,

Packet Filter F
6. File access control High, Low FAC
7. High-availability network Yes, No HAN
8. High-availability server Yes, No HAS
9. Hacker attack Yes, No Hack

10. Network failure Yes, No NF
11. Power surge Yes, No PS
12. Server downtime 0 day, 0.5 day, 1 day SD
13. Server failure Yes, No SF
14. Server hardware quality High, Low SQ
15. Transaction downtime 0 day, 0.5 day, 1 day TD
16. Uninterrupted power supply Yes, No UPS
17. Virus attack Yes, No V

year of operation with some additional expert input by the marketing department
the total cost as a result of various combinations of such events was estimated. This
would include, for example, the cost of repairs, lost business opportunities during the
downtime, wages paid to idle staff, and costs to recover loss data. All this is combined
into one variable, cost, representing the bottom-line effect.
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The cause of TD is network failure (NF) but there is a mitigating factor: whether
or not a high-availability network (HAN) was employed in the running of BSNet.
SD is caused by server failure (SF), which in turn is due to power surges (PS) and
the server quality (SQ). Again there are mitigating factors here: the availability of
uninterrupted power supply (UPS)—perhaps an internal generator—and the use of
a high-availability server (HAS).

DL can be caused by either SF or application failure (AF). AF has three main causes:
(1) modifications made by end users in BSI to the system, either intentionally or
accidentally (EUM); (2) virus attacks (V); and (3) malicious hacking by external parties
(Hack). These three events are largely controlled by the level of file access given to
various parties (FAC). The type of firewall (F) used will also affect the ease with which
malicious hackers can access the system. Malicious hacking not only causes AF but
NF as well.

This model has been defined to reflect a “holding period” of 1 week. Thus, for example,
the marginal distribution for the variable cost would be the probability distribution
of NR costs incurred by the company over the period of 1 week. The choice of hold-
ing period is arbitrary as far as the mechanics of the model is concerned. The only
consideration in this case would be the availability of data. As the system has been
operating for only 1 year, it makes more sense to use 52 sets of weekly data than one
set of annual data.

Prior Specification

At this point the DAG will need to be populated with the prior probabilities at each
node. These would be the unconditional prior distribution for nodes without parents
and conditional prior distributions for child nodes. For each prior, we would need the
probabilities for each configuration of the combination of states of variables involved.

These can be determined by:

� Subjective opinion of the expert. Experts are interviewed in a series of questionnaires to
arrive at quantified conclusions of the probabilities. Of course, sufficient confidence
in the accuracy of the expert’s advice is a prerequisite to use this method.

� Maximum likelihood estimation with complete data. For unconditional priors, this
would simply be the proportion of occurrence between the various states of the
variable. For conditional priors this method would entail taking a ratio of frequency
of the event to the frequency of the parent configuration, for example:

P(SFy | SQh, PSy) = n(SFy, SQh, PSy)
n(SQh, PSy)

.

� Maximum likelihood estimation with incomplete data. The EM algorithm may be used
to estimate the conditional and unconditional priors (Lauritzen, 1995).

In practice, there will not be a clear dichotomy between these methods as the experts
will also rely on past data but tempered with experience and knowledge regarding
their applicability for future events. The section on “Updating the Probabilities With
New Data” discusses the revision of the network probabilities in the light of new data.
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FIGURE 4
Prior Marginal Distributions

Having performed these exercises, the company arrives at the probabilities detailed
in Appendix A where, for flexibility in the model, various unconditional priors have
been assigned uniform distributions. These will be treated as input variables to reflect
the actual state of BSNet once “evidence” as been entered. Power surge, obviously, is
outside of the control of the company; thus, past data have been used to arrive at the
probabilities and it will not be treated as an input variable. Theoretically, any node
can be treated as an input variable. To distinguish the types of input, when evidence
is entered in the other nodes it will be treated as a stress or scenario test input.

Inference in DAGs commonly involves the incorporation of evidence entered at some
nodes of the graph, and “propagating” this evidence through the network to the
other nodes and evaluating their marginal posterior distributions. If no evidence is
entered, this procedure yields prior marginals for the individual variables: Figure 4
shows the prior marginals for all nodes in the on line business example.25 Typically
in BN software evidence is entered on a node by use of a mouse click to select a
state (corresponding to an observation of the variable in that state). For example, to
enter FAC = “High,” usually all that is needed is a click on the bar representing the
marginal probability of the state “High” at the FAC node chart. This automatically
sets the bar to 1 and posterior distributions may then be evaluated and displayed,
usually automatically.

25 Figures 4–7 were produced using the software XBAIES, written by one of the authors (RGC),
and may be downloaded from his home page at http://www.staff.city.ac.uk/∼rgc.
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Risk Capital Allocation

We now come to one of the main applications of BNs in the modeling of risks. Having
set up the model as above, the company would like to decide on the amount of financial
capital to allocate toward protecting the company from all but the most extreme cases
of the identified events.

At this point the model can be configured to reflect the actual known state of certain
variables to reflect the actual position of the company. For example, the IT Depart-
ment may provide the information that Application Proxies are used 24 hours as the
firewall for the network and that High Availability Networks have been purchased
and implemented for round-the-clock availability. Such information is incorporated
by inserting evidence at the relevant nodes (F and HAN). Once this is done, the rest
of the propagation then carries on as before. The marginal probabilities obtained now
will reflect the impact of the evidence entered.

Suppose the set of evidence in Table 2 represents the status of BSI’s BSNet system.
When this evidence is incorporated into the network and propagated, this yields the
set of posterior marginals shown in Figure 5. No evidence was introduced for power
surge, as this remains uncertain for a future period.

It is now fairly straightforward to determine the risk capital to be allocated to cover
NR in BSNet for 95 percent of cases over a holding period of 1 week. This is simply
calculated by linearly interpolating to obtain the 95th percentile of the probability
distribution for cost. In this case, the result is 0.32 million.

Scenario Testing and Causal Analysis

The model can be used to test various scenarios to help management in optimizing
its risk profile. For example, if BSI wishes to reduce costs by reducing the level of file
access control to “Low,” the effect of this action can be easily investigated by entering
the evidence FAC = “Low” into the network. The evidence is then propagated and
the resulting marginals observed as before (this is shown in Figure 6). We can deduce
that the trade-off of the lower costs is an increased capital requirement of 0.97 million.
We assume that the 95 percent confidence level is maintained.

TABLE 2
Evidence Entered

Variable Evidence

F Application proxy
FAC High
HAN Yes
HAS Yes
SQ High
UPS Yes
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FIGURE 5
Posterior Marginals Based on Evidence Given in Table 2

FIGURE 6
Posterior Marginals of Scenario Testing
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FIGURE 7
Cause and Effect of a 100 Percent Data Loss

The company may wish to perform some stress testing by investigating the impact of
adverse events. Supposing the management is interested in examining the effects of
situation of complete loss of data. This can be done by setting the node DL to “100 per-
cent.” The effect is then propagated again and each node is updated accordingly. The
final result can be seen in Figure 7.

Note the shift in the marginal probability distribution of the cost. We can now read off
a few statistics from this new distribution. The expected cost is now 0.75 million with
standard deviation 0.57 million. The 95th percentile has now increased to 1.64 million.

Note also the changes in the other nodes. For example, we now have P(SFYes) and
P(PSYes) equal to 1. Conversely, the probability of “No” has increased significantly for
Hack, V, EUM, and NF. Similarly, AF is overwhelmingly “OK.” We can read from this
that server failure is the definite cause of data loss. Consequently, we also deduced
that a power surge was the definite cause of server failure. As a result, other events that
might have been the causation of data loss have been explained away, giving the increase
in “No” probabilities for these nodes.

UPDATING THE PROBABILITIES WITH NEW DATA

The prior probabilities in the on line business example given in Appendix A are
point probabilities and are not suitable for updating in the light of new data that may
become available. However, it turns out that if the expert opinion is quantified (at least
to a good approximation) in the form of Dirichlet distributions, then it is possible to
perform Bayesian inference efficiently as new data arrives.
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TABLE 3
Format of the Table for Recording Mean and Variance of
Probability Values From a Prior Elicitation Exercise

Cy Cn

Parent E(θ y) Var(θ y) E(θn) Var(θn)

Ay, By

An, By

Ay, Bn

An, Bn

Specifically, for a node X having k states, an independent Dirichlet distribution on
k parameters is associated with each parent configuration in the conditional proba-
bility distributions P(X | pa(X)). Under complete data, standard Bayesian conjugate
updating will result in posterior distributions that are also Dirichlet in form. We il-
lustrate the procedure here; further details may be found in chapter 9 of Cowell et al.
(1999).

Suppose we are considering a prior for the probability P(C | A, B), where all three
variables are binary. Four independent Beta distributions will be required to specify
P(C | A, B). In practice, the Beta distributions would usually not be specified directly
by the expert. Instead, their parameters can be specified in the following way. First we
gather the expert’s opinion on the mean and standard deviation of the probabilities of
the values in the variable. Some experts who are not familiar with statistical concepts
can be asked to quote a best estimate and the range of most likely values. The best
estimate can then be taken as the mean and the range can be taken to encompass two
standard deviations about the mean, from which the variance can be easily obtained.
The results can be stored as shown in Table 3.

Then, for each parent configuration we have the following pairs of simultaneous
equations:

Cy: E(θy) = αy

αy + αn
and Var(θy) = αyαn

(α1 + α2)2(αy + αn + 1)
= E(θy)(1 − E(θy))

αy + αn + 1

Cn: E(θn) = αn

αy + αn
and Var(θn) = αyαn

(α1 + α2)2(αy + αn + 1)
= E(θn)(1 − E(θn))

αy + αn + 1
.

Either pair may then be solved for αy and αn. For a Dirichlet distribution with k
parameters, there will be k pairs of equations, typically yielding k different precisions
between them. In this case it is more conservative to take the lowest precision to be
the precision of the Dirichlet distribution (it thus has a higher variance), and from
this precision the individual parameters of the Dirichlet distribution by multiplying
the precision by the expert prior means.

As an example, consider the conditional probability P(NF | Hacky) underlying the
node NF. Initially, we have to specify a Dirichlet prior distribution (again a Beta prior
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TABLE 4
Estimating Priors of a Beta Distribution

NF = “Yes”

Parent μP(NF y | Hacky) Range σ 2
P(NF y | Hacky) αy αn

Hack = Yes 0.8 0.70−0.90 0.12 12 3

NF = “No”

Parent μP(NF n | Hacky) Range σ 2
P(NF n | Hacky) αy αn

Hack = Yes 0.2 0.05−0.35 0.152 4.88 1.22

TABLE 5
Bayesian Updating With Data

NF = “Yes”

Parent Prior Mean Data αy αy + ny Posterior Mean

Hack = Yes 0.8 3 4.88 7.88 0.651

NF = “No”

Parent Prior Mean Data αn αn + nn Posterior Mean

Hack = Yes 0.2 3 1.22 4.22 0.349

distribution with two parameters, since this is a binary node). This involves specifying
the parameters of the Beta distributions. There will be two possible sets of parameters:
one for the case NF = “Yes” and another for the case NF = “No.” Table 4 shows an
example based on the two pairs of parameters, the second has the lowest precision
(at 6.1) and so we take as the prior the Beta (4.88, 1.22) distribution.

Further, suppose that over the course of a year, the system was penetrated by malicious
hacker in 6 out of the 52 weeks and half of those resulted in network failure. The Beta
parameters then can be updated easily by adding the counts directly to the relevant
parameters and the latest probability estimates can be obtained from the mean of the
resulting posterior Beta distribution. The results are shown in Table 5.

The results obtained are fairly intuitive: the initial prior estimate of network failure
in the event of a hacker attack was reduced from 80 percent to 65 percent when the
data, which indicate a 50 percent occurrence, was incorporated. Similar updates can
be performed simultaneously for all the nodes with the complete data set. We see that
Bayesian updating for BNs given new data is fairly easy to perform and would be
cost effective to conduct regularly as new cases arrive. This whole process of Bayesian
updating is sometimes also described as learning. When data are analyzed using a BN
without learning the probabilities remain unchanged.

MODEL ASSESSMENT

It is very useful to be able to compare a model against actual data to verify that the
model adequately corresponds to reality and to assess its usefulness as a predictive
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tool. Very often there will be two or more alternatives with regards to model structures
or the sets of probabilities. In such cases, there will also be a need to distinguish the
better model. This section considers the use of logarithmic scores to assess and monitor
the various aspects of the BNs being applied.

Logarithmic Scores

The logarithmic score as a measure of the level of “surprise” at each data point is given
by

Sm = − log pm(ym),

where pm(·) is the predictive distribution for the event, Ym, after m − 1 occurrences
of events. If learning is allowed then pm(·) incorporates all updates resulting from the
m − 1 events. The LS is the negative log of the probability of the event in the actual
outcome ym.

To see how the logarithmic score indicates the level of “surprise,” suppose an event
that occurred was predicted to happen with a probability of 0.1, then the LS would be
−log(0.1) = 2.3. Conversely, an event expected to occur with probability of 0.9 would
carry a score of 0.1. Thus, the less likely an event is predicted to happen, the more
“surprising” it is if it did happen. If an event was certain to occur, the score would
be −log(1) = 0, that is, no surprise at all. However, if an event considered impossible
occurred, this would be infinitely surprising: −log(0) = ∞.

For a series of M events, the total penalty is S = ∑M
m=1 Sm. If the probabilities pm(·) were

coherently updated with each subsequent event, then S is invariant to the order in
which the ym’s occur:

−
M∑

m=1

log pm(ym) = −log
M∏

m=1

pm(ym) = −log
M∏

m=1

p(ym | y1, . . . , ym−1)

= −logp(y1, . . . , yM).

A lower penalty is always more desirable.

Model Assessment

We now need some criteria by which to accept or reject a model. The total penalty
incurred as a single figure is quite arbitrary on its own: it needs to be compared to a
standard. This can be done in two ways:

� Relative standardization. In this method the model defined by the expert is tested
against a reference model, which is a predefined benchmark by which the model
is assessed. The total penalty incurred by the model defined by the expert, S, is
compared against the penalty incurred (using the same data set) by the reference
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model, Sref . The model is rejected if S exceeds Sref . The degree to which the expert
model is preferred over the reference model is indicated by

exp(Sref − S) = P(data | expert’s prior)
P(data | reference prior)

.

This is also known as the Bayes’ factor in favor of the expert’s model.

� Absolute standardization. In this method, a test statistic is compiled using the penal-
ties and tested against the null hypothesis that the data arises from the model. We
define the expectation and variance of the penalty at each update:

Em = −
K∑

k=1

pm(dk) log pm(dk)

Varm =
K∑

k=1

pm(dk)log2 pm(dk) − E2
m,

where the dk’s are all the possible states of the node considered.

The sums of the actual penalties incurred by the data, S, together with the expectation
and variance at each update are used to compute the following test statistic

TestStatistic = S − ∑M
m=1 Em√∑M

m=1 Varm

.

For large data sets this test statistic will have the standard Normal distribution if the
data arise from the model, so if values outside the range (−2, +2) are obtained this
could lead one to doubt the adequacy of the model.

Model Monitors

There exists a set of monitors that can be used to diagnose the validity of BNs in the
light of data. In general, these monitors are used to obtain the LS for each piece of
data from which the total penalties can be compiled and tested according to the two
criteria laid out above. The thing that differentiates one type of monitor from another
is the probability forecast that is being used to evaluate the LS. There are three types
of monitors: parent–child monitors, node monitors, and the global monitor.

Parent–child monitors measure how well the conditional probabilities in the BN that
link parent and child nodes predict the outcome of the child nodes when the parents
nodes are observed. For each parent–child set of nodes, we have the following LS

− log pm(xk | Xpa(k) = ρ),

where pm(· | Xpa(k) = ρ) is the probability distribution of the child node k for the parent
configuration Xpa(k) = ρ after m − 1 cases of complete data have arrived and xk is the
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state of the k node on the mth state. This monitor measures how well the conditional
probabilities in the BN that link parent and child nodes predict the outcome of the
child nodes.

For example, if we are monitoring the parent–child set expressed in the conditional
probability P(C | Ay, By) then as the first piece of data arrives (say, Ay, By, Cy) the LS
can be determined as S1 = −logP1(Cy | Ay, By) and this is obtained from the expert
prior distribution, Beta(αy, αn). The data are then incorporated into the conditional
probability as illustrated in the section “Updating the Probabilities With New Data”
to obtain the posterior P2(C | Ay, By) which has the distribution Beta(αy + 1, αn). The
process then continues iteratively as each subsequent case arrives.

The total penalty, S, can then be compared with the total penalty from various alter-
native reference models, Sref . Some examples of reference models could be using the
same expert prior without learning or using a reference prior B (0.5, 0.5) with learning.

For absolute standardization, the penalties incurred would be the same. The expecta-
tion and variance can be calculated for the first data set as follows:

E1 = −P1(Cy | Ay, By) log P1(Cy | Ay, By) − P1(Cn | Ay, By) log P1(Cn | Ay, By)

Var1 = P1(Cy | Ay, By)[ log P1(Cy | Ay, By)]2 + P1(Cn | Ay, By)[log P1(Cn | Ay, By)]2 − E2
1 .

This is similarly performed for all subsequent updates. The test statistic can then be
found. If the absolute value goes above 2, then this indicates a possible problem with
the choice of parents of the node.

It is often useful to plot the cumulative values of the penalty (for relative standardiza-
tion) or cumulative values of the test statistic (for absolute standardization) against
the data. The graph can be used to compare the different alternative models and their
paths give an indication of how well/soon the models adapt to the data. The preferred
model is the one where the cumulative penalty increases very little with new data and
the cumulative test statistic centers about zero.

Node monitors measure what is happening at the level of the individual nodes. There
are two types of node monitors: unconditional node monitors and conditional node mon-
itors. Unconditional node monitors detect poorly estimated marginal distributions.
The LS is

− log pm(xυ),

where pm(·) is the marginal distribution of the states of the node Xυ after m − 1 cases.
The score expresses the “surprise” at obtaining Xυ = xυ on the mth case. Note that if
a node has no parents, then its unconditional node monitor is the same as its parent–
child monitor. Conditional node monitors can be used to detect poor structure. The
LS is

− log pm(xυ | εm\Xυ),
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where pm(· | εm\Xυ) is the probability distribution of the node Xυ after m − 1 cases
of evidence have been incorporated and the latest set of evidence εm has just been
propagated throughout the BN except the evidence on the node Xυ itself. This score
then measures the “surprise” at obtaining Xυ = xυ given the available evidence on
the other nodes.

The global monitor of a BN measures the LS of the total evidence entered for the mth
case after m − 1 cases have been entered. This is

− log pm(εm).

The overall global monitor is just a sum of the LS for all the cases

G =
M∑

m=1

− log pm(εm).

In other words it is the negative of the log likelihood of the observed data. The global
monitors of two competing models, G1and G2 are then compared, with the preferred
model having the lower value. The Bayes factor in favor of model 2 is exp(G1 − G2).

Example

To illustrate how the model may be assessed, we consider the application of the
parent–child monitor at the NF node of the on-line business example. The condi-
tional probability underlying this node is P(NF | Hack). We investigate the particular
case where malicious hacking has occurred. Suppose we have data for 16 consecutive
weeks. We can see how well the model fits the data by investigating how well the
model adapts to simulated cases drawn from a slightly different distribution. The dif-
ferences used are shown in Table 6, which is quite different from the prior of the
model.

Two alternatives were compared: one where the probabilities were sequentially up-
dated as each new case arrives (as discussed in the section on “Updating the Proba-
bilities With New Data”), and the other where the probabilities were left as originally
specified. At each update, the following statistics were compiled:

� The logarithmic score (or penalty),
� The expectation of penalty, and
� The variance of penalty.

TABLE 6
Probability Distribution Used in Model Assessment Simulation

Distribution P(NF = Yes | Hack = Yes) P(NF = No | Hack = Yes)

Prior 0.8 0.2
Simulated 0.5 0.5
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FIGURE 8
Parent–Child Monitor for NF Node: Relative Standardization
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FIGURE 9
Parent–Child Monitor for NF Node: Absolute Standardization
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The cumulative penalties and the absolute standardization test statistics were calcu-
lated (see Appendix B) and plotted in Figures 8 and 9.

Figure 8 shows a plot of the cumulative penalties both with and without learning, and
their difference (the log of the Bayes factor). A lower penalty is desirable, so clearly
the model with learning is performing better, with a log (Bayes factor) of 4.24 in its
favor after 16 data points. This translates into an odds of exp(4.24) : 1 = 69 : 1 in its
favor.

Figure 9 shows the plots of the absolute standardized test statistics of the two models
(note that the difference is not plotted in this case, it is not a log Bayes factor). A plot
such as this can be used to highlight problematic nodes in the network. This is usually
done without a formal hypothesis test since this would be based on asymptotic theory.
If there were a large sample, then the hypothesis that the model is satisfactory would
be rejected at the 5 percent level if the standardized test statistic exceeded 1.96 in
absolute value. In this case we have a relatively small sample and the standardized
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test statistic for the model with learning plotted in Figure 9, while giving cause for
some concern, is probably still acceptable. In contrast, the model without learning,
with a standardized test statistic of 4.25 after 16 data points, is unacceptable, and this
would lead to rejecting this part of the model.

Similar plots can be made for node monitors and used to form an opinion on the
viability of parts of the model. Alternative structures can be tested in parallel with
the results plotted on the same graph for comparison. In the plots of the penalties
(relative standardization) models with lower lying curves are preferred. In the plots
of the test statistics (absolute standardization) models whose curves deviate outside
the range (−2, 2) should be treated with caution or perhaps even rejected. Plots of
penalties for global models may also be prepared for alternative models, but unless
the data are complete, standardizing a global monitor to evaluate its test statistic can
be computationally expensive and is not usually done.

INSURANCE FRAUD RISK EXAMPLE

We now consider the application of BNs to model a specific OR event common to
insurance companies: fraudulent claims. In this example, we model the cost of fraud-
ulent claims arising over a week from a commercial fire insurance portfolio with
annual gross premium of 1 m. Fraudulent claims may involve cases of arson by the
insured or artificially inflated claim amounts.

The main hypothesis is that the level of control in underwriting new policies together
with the stage of the economic cycle is responsible for explaining the incidence of
fraudulent claims. The level of control in underwriting will determine the number
of policyholders with a higher propensity to make fraudulent claims accepted onto
the books of the insurer. During times of economic downturn these policyholders
may resort to arson or artificially inflating claim figures as a means of economic gain.
Policies that offer compensation for loss of profits, as many commercial fire policies
do, are especially vulnerable to this sort of abuse. The level of control in underwriting
in turn depends on:

1. Experience of the underwriter—Senior underwriters are better than junior un-
derwriters at assessing which proposals are more likely to result in a fraudulent
claim.

2. Business volume—High volume of business puts pressure on the system and
reduces the quality of underwriting.

3. Reliance on branch—Underwriting for less complex risks may be partially out-
sourced to staff of branches to reduce costs and increase efficiency. However, this
also increases the risk of fraudulent claims due to less control over the quality of
underwriting at the branch level.

The claims handling department has the duty to detect fraudulent claims. The like-
lihood of detection depends on the level of control in claims management. If they
do detect fraud, they can then act to mitigate the loss by launching investigations to
uncover evidence that can be used to refuse or reduce the payment. These efforts are
costly and may not always succeed in eliminating fraudulent claims payouts. The
level of control in claims management in turn depends on:
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1. Experience of the claims assessor—The reasoning is similar to the experience of the
underwriter: more experienced claims assessor are more able to detect fraudulent
claims.

2. Engage the services of a loss adjuster—Loss adjusters specialize in assessing the
amount of loss suffered in a fire. This helps to mitigate artificially inflated claims.
They are also able to ascertain the causes of a fire, especially if arson is a possibility.

3. Random checks—The company may carry out random checks on claim files for
more detailed assessment before approval of payment.

Finally, the cost of insurance will depend on both the rates of incidence and detection.
It should be noted that even with detection, the cost is not totally eliminated due to
the inability to refute all suspicious claims and the cost of investigations. A possible
structure to model such a description of fraudulent claims cost is shown in Figure 10.
The random variables used in this example are shown in Table 7.

Using the same method of prior elicitation explained in the “Updating the Probabilities
With New Data” section, the prior distributions at each node are shown in Appendix
C. Finally, the prior marginals of each node are shown in Figure 11.

This model can now be used for stress testing, causal modeling, and capital allocation
as shown for the on line business example.

FIGURE 10
DAG of Insurance Fraud Example
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TABLE 7
The Random Variables of the Insurance Fraud Example

No. Description Values Abbreviation

1. Underwriter experience Senior, Junior UW Exp
2. Branch reliance Yes, No Branch?
3. Business volume High, Low Volume
4. Claims assessor experience Senior Junior Clm Exp
5. Random checks Yes, No Checks?
6. Engage loss adjuster Yes, No Adjuster?
7. Underwriting control High, Low UW Control
8. Claims control High, Low Clm Control
9. Economic cycle Up, Down Econ

10. Fraudulent claim Yes, No Fraud?
11. Fraud detected Yes, No Detected?
12. Cost of fraud 0, 50k, 100k, 150k Cost

FIGURE 11
Prior Marginal Distributions

DISCUSSION

We have used a fictitious on line business and an insurance fraud example to illustrate
how a BN can be set up using a combination of past data and expert input. In these
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illustrations we have also demonstrated the application of BNs in the areas of setting
of capital for OR and scenario testing for causal analysis—two important components
of supervisory regimes of financial institutions. The model has been shown to be easily
adaptable to incorporate new input, and techniques for assessing the suitability of the
model have also been demonstrated.

The main advantages of using BN for modeling OR is the facility to incorporate expert
opinion through:

� Choice of the variables of interest;
� Definition of the structure of the model via the causal dependencies, and
� Specification of the prior distributions and the conditional probabilities at each

node.

Bayesian statistical methodology ensures that the model can quickly adapt to new
input and incorporate it with prior expert opinion in a mathematically tractable man-
ner. Monitors are also available to enable the efficacy of this process to be observed in
real time, thus facilitating informed model criticism and choice.

We have demonstrated the use of BNs to model a loss distribution, on which decisions
could be based, particularly in the allocation of risk capital. Thus, there is great poten-
tial here for an internal model for the setting of supervisory capital for OR, such as is
required by the emerging supervisory regimes. Stress and scenario testing is often a
feature of early warning systems in supervisory regimes, and how these can be done
fairly easily on BNs was illustrated.

Finally, the graphical presentation of BNs aids the understanding of the causal struc-
ture and presents the risk profile of the company in an intuitive way—improving
management understanding of, and hence participation in, the management of OR.

Having emphasized the positive aspects of the use of BNs, there are still various chal-
lenges to overcome in the use of BN to model OR. Firstly, the model can get very
complex with many nodes to specify, especially if the nodes have many parents. In
such cases, there can be many conditional probabilities to specify, which will require
a significant volume of data if the maximum likelihood method of estimating proba-
bilities is used, thus reducing one of the main advantages of using Bayesian methods.
The alternative to that would be a rigorous exercise in prior elicitation from experts
through costly methods, which may involve many rounds of questionnaires. A main
challenge in this area is in dealing with experts who may not be comfortable thinking
in terms of frequencies, although one would hope that this is not the case in financial
institutions.

There is also the issue of the nonuniqueness of the causal structure of the model:
choosing a suitable model structure can be as much an art as a science and is often
subject to debate. Thus, a logical progression is to move toward structural learning,
that is, inferring both the network structure and its probability tables from the data.
This is currently an active area of research; a summary may be found in chapter 11 of
Cowell et al. (1999).
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Although a BN is cheap and easy to run, the whole process of setting one up can
be costly, resource consuming, and potentially politically messy if many business
units/cost centers are involved. In many cases, a fairly complex BN is required to
capture all the necessary variables. In addition, accuracy of results might be pur-
sued at the expense of model parsimony especially when business decisions are at
stake.

The main advantage of BNs, the ability to incorporate subjective knowledge, can
be a disadvantage when it comes to meeting certain criteria for an internal model for
solvency capital. Supervisors who require an objective standard to approve of internal
models may find it difficult to find a standard for acceptance of BNs due to its high
subjective content. Supervisors might need to specify rules on the process of model
specification and prior elicitation to reduce the subjectivity.

In the on line business example, the distributions have been expressed as discrete
probabilities for simplicity. More advanced modeling can be used to deal with contin-
uous distributions in BNs. These are also known as conditional Gaussian distributions
(see chapter 7 of Cowell et al., 1999; Lauritzen and Jensen, 2001).
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APPENDIX A

Prior Distributions for Network Risk Example
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APPENDIX B

Calculations for Parent–Child Monitor for NF Node

This appendix contains tables of the calculated values for the parent–child monitor of
P(NF | Hack = Yes) used in Figures 8 and 9. Define θ y = P(NF = Yes | Hack = Yes) and
θn = P(NF = No | Hack = Yes)
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APPENDIX C

Prior Distributions for Insurance Fraud Example
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